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Overview

Security advisor (EID

Alert center

~ Authentication

2-step verification

Account recovery

Advanced Protection
Program

Login challenges

Security Settings

Organizational Units

™  trident365.com
Contractors
Employees

Fxarutive

Showing settings for users in trident365.com

2-Step Verification

Authentication

Add an extra layer of security to user accounts by asking users to verify their
Locally applied

identity when they enter a usemame and password. Leam more

B4 Allow users to tun on 2-Step Verification

Enforcement

@ off

) on

() onfrom Date o]

O02FA000000000O00DO00O0000000O

08 Dashboard
» 2 Directory
» [0 Devices
» i Apps
» < Generative Al
- Qlseary |

Security advisor ()

Alert center
» Authentication
» Access and data control
» (3 Data
» gl Reporting

» B3 Billing

e Security Settings

Organizational Units

~ trident365.com
Contractors
Employees

Executive

Password Management

Password management

Configure password policies for your organization

Locally applied

‘These pelicies dorit apply in some cases, such as when users are authemticated by a
third party identity provider. Leam more

strength

Users are required to use strong passwords. Leam more

[ Enforce strong password

Length

Strength and Length enforcement

Changes 1o

enforcement the next time a u: s
Enforce password policy at next sign-in
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Security » Less Secure Apps

e Security Settings

Users

Groups

Organizational Units

Search for organizational units

~  trident365.com

Contractors
Employees

Executive

Showing settings for users in trident365.com

Less Secure Apps

Less secure apps
Applied at ‘trident365.com

Control user access to apps that use less secure sign-in
technolegy and make accounts more vulnerable. Leam more

A Starting in Summer of 2024, Google Workspace accounts will no
longer support less secure apps, which ask you to sign in to your
Google Account with your username and password. To access
platform-specific and third-party apps, you must use QAuth. To
prepare for this change, visit Transition from less secure apps to
OAuth

(@) Disable access to less secure apps (Recommended)

~

() Allow users to manage their access to less secure apps

D0dddddOooozs01000000000APP
https://support.google.com/a/answer/141147047?hl=ja&sjid=8401829336969536596-AP0 0 0 0 0O O
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Security » Account Recovery

hd Security

Users
Groups
Organizational Units

Search for organizational units

*  trident365.com
Contractors
Employees

Executive

Showing settings for users in trident365.com

Account Recovery

A
- Super admin account recovery Super admins can recover their own accounts if they forget their password. Learn more
Applied at ‘trident365 com’
Allow super admins to recover their account
~ ON
User account recovery Users and non-super admins can recover their own account if they forget their password. Learn more

Applied at ‘trident365.com’

This setting doesn't apply if you're using single sign-on (S50) with a third-party identity provider or Password Sync.
Learn more

Allow users and non-super admins to recover their account
OFF

Recovery information Recovery information is used in user security anomalies and user account recovery. Learn more
Applied at ‘trident365.com’

This setting doesn't apply if you're using single sign-on (SS0) with a third-party identity provider or Passwerd Sync.
Ensure that you are legally allowed to collect end-user phone and recovery email information. Learn more

If recovery info options are wrned off, user accounts are less secure.

Allow admins and users to add recovery email information to their account.
ON

Allow admins and users to add recovery phone information to their account
ON

00 O O Allow users and non-super admins to recover their accountd O ONJO O O

o2
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Users » Alex Bell > Security

ADMIN

Alex Bell
alex.bell@trident365.com

Active
Last sign in: Hasnt signed in
Created: Jan 19, 2025

Organizational unit

trident365.com > Executive

RESET PASSWORD
UPDATE USER

ADD ALTERNATE EMAILS
ADD TO GROUPS

EMAIL

SUSPEND USER
RESTORE DATA

DELETE USER

User details Security

Security

Password settings

Password

Security keys

Advanced Protection

2-step verification

Groups Investigate

Reset Alex" sword.

Alex has no security keys. Learn more |

OFF

Once you turn off Advanced Protection enrcliment, only the user can re-enroll. Learn more
Trouble signing in
Use a backup code for users who are unable to use their security key to sign in. Get a backup code from the 2-Step Verification card

OFF | Mot enforced across your organization

The ability for users to sign in with an additional authentication factor, in addition to using their username and password (e.g. a
verification code). Change security settings

Only the user can turn on 2-step verification.

Learn more

https://trident365.com/
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Recovery information Email
Add a recovery email

Phone
Add a recovery phone

Recovery information is used to secure user accounts at sign-in and during account recovery.

Require password change OFF
This password won't need to be changed once Alex signs in

Login challenge Turn off identity questions for 10 minutes after a suspicious attempt to sign in. Learn more

Sign in cookies Resets the user's sign-in cookies, which also signs them out of their account across all devices and browsers

Application integrations

Application-specific password 0 application-specific passwords. Learn more

Connected applications 0 applications connected to this user. Learn more
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¢ » 2-Step Verification

2-Step Verification

Securlty Settlngs Auth_enlicatinn Add an extra layer of security to user accounts by asking users to verify their
Inherited identity when they enter a username and password. Learn more
rganizational Units ~ Allow users to turn on 2-Step Verification

Enforcement

O off
+ trident365.com () on )& EZ i 3% H"Jﬁ E ETJ- rET.l
3]

Contractors © onfrom Feb13,2025

Employees

New user enrollment period
Allows new users some time to enroll before enforcement is applied

None

Frequency
roups A Users can avoid repeated 2-Step Verification at login on their trusted d

Allow user to trust the device

Learn more

anizational unit. Learn more

Methods
Select the method to enforce. Leam more

Search for a group @® Any

o Any except verification codes via text, phone call
(O only security key

O0000000000D00AlexoOOODOODOOO
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security > Google session control
~| @ Security
Overview
. Showing settings for users in Contractors
security advisor Q) Security
Alert center
Google session control A
Organizational Units ~
» Authentication
Session control .
+ Access and data control Search for organizational units Inherited from trident385 com Applies only to your users with Google Workspace Business Plus licenses. Learn more
APl controls v trident365.com Web session duration
Duration after which the web session expires and users are prompted for credentials. Learn more
Data classification Contractors
This setting does not affect native mobile applications and some mabile browser sessions
Label manager (D) Employees
Data protection Executive A new duration setting applies when the user signs out or when the current session expires.
Google Session control
Google Cloud session ghrs h
control
Less secure apps
v organizational unit trident365.com
0 - '
» [3 Data You
» gly Reporting
» B siling unsaved change CANCEL OVERRIDE
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The IT manager at your organization wants to know the advantages of using 2-step verification for
your organization. What should you say? (Choose 2)

1. It'll greatly reduce the risk of unauthorized access if a user's password is
compromised

2. We wouldn't have to manage individual user IDs and passwords for each user

It would be a great opportunity to make sure everyone is the organization has a security key

4. It'll reinforce our domain’s password security by requiring our users to enter an
additional code or use a security key to sign in

w

What are some best practices for reinforcing and monitoring the security of your domain?

1. All the options

2. Disable access to less secure apps

3. Set up 2-step verification

4. View and manage your users' security settings

Where do you go to manage your users' password strength?

1. Security > Password management
2. Reports > Security

3. Users > Account

4. Security > Password monitoring

The IT manager at your organization hasn't had a chance to explore the admin console yet but wants
to know what individual security settings he can manage for a user. What are some examples you
could give him? (Choose 3)

1. Review a user's administrative access

2. Require a password change

3. Temporarily disable the user's login challenge for 10 minutes
4. Determine if the user is enrolled in 2-step verification

Your organization has decided to enforce 2-step verification in 2 weeks. What actions should you keep
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in mind when enforcing 2-step verification? (Choose 3)

1. You'll want to provide a lead time for users to enroll before enforcement

2. Enforcing 2-step verification will not affect your users as they can still opt-out.

3. When you create new user accounts after enforcement, you will want to allow them a
grace period before they need to enroll otherwise they will be locked out of their

accounts
4. You'll want to confirm that all of your users are enrolled before enforcement

SSOo0 [

o1

Security > $S0 with Google as SAML IdP

. . Set up single sign-on (SSO) with Google as SAML Identity Provider (IdP)
Security Settings P single sign-on (S30) : o ’ '

Google Identity Provider details

To configure single sign-on (SSO) using SAML, follow your service provider's instructions. Learn more

S50 URL

hittps://accounts.google.com/o/saml2/idp?idpid=C02jd4j4r 0O

https://accounts.google.com/o/saml2?idpid=C02jd4j4r 0

O0O0O00SAMLO O OSSO0 0000 O0ODOOOONODOSSOO URLO EntitylDO O[] App>Search for
apps,0 000000 0ODO 15Five
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Search apps

Search SAML enabled apps, Android apps in Google Play, and iOS apps in App Store

o i0S apps can't be configured because an Apple push certificate isn't set up. |

15Five

Note: you can also also enter i0OS App Store URLs 0

App Platform

H 15Five  Web (SAML)
0 O Metadata

X Add "15Five'

o Google Identity Provider details o Service provider details e Attribute mapping

QOption 1: Download |dP metadata

DOWNLOAD METADATA

OR

QOption 2: Copy the SSO URL, entity ID, and certificate
$S0 URL

hitps://accounts.google.com/o/saml|2/idp?idpid=C02jd4jdr [m]
Entity ID
https://accounts.google.com/o/samli2?idpid=C02jd4jdr [n]

Certificate

Google_2030-1-21-223136_SAML2_0 [n]
Expires Jan 22, 2030

I

—BEGIN CERTIFICATE—
MIIDdDCCAlygAWIBAQIGAZSR2+6aMADGCSqGSIb3DQEBCWUAMHsxFDASBgNVBAOTCOdvb2dsZSB.
bmMuMRYwFAYDVQQHEW1ND3VudGFpbiBWaWV3MQ8wDQYDVQQDEWZHb29nbGUxGDAWBgNVBASTDOdY
b2ds7SBGb3IgV29yazEL MAKGATUEBNMCVVMxEZARBONVBAG TCkNhbGImb3JuaWEwHhCNMjUWMTIZ

SHA-256 fingerprint

3B:81:DB:3E:1B:5D:20:D2:92:F1:F5:65:95:0C:BC:A2:52:FC:57:77:F7:92:F6:D1:83:44:33:81:34:C5:B3:31 [m]

000000 OURL https://support.google.com/a/answer/7649387?hl=en#setup
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E 15Five Web (SAML)

Service provider details

To configure single sign on, add service provider details such as ACS URL and entity ID. Learn more

ACS URL
https://trident3651 5five.com/saml2/acs/

https://trident3651 5five.com/saml2/metadata/

https://trident365/1 5five.com/

O

Name ID

Defines the naming format supported by the identity provider. Learn more

EMAIL

Basic Information > Primary email

BACK CANCEL CONTINUE

O0000000IDOOOOEmaIljo O

D Name Platform Authentication User access Details
D 15Five  Web SAML OFF for everyone Certlﬁca‘tje expires on Jan 22, 2030
Autoprovisioning available

OO0D000D000URLOOOOOODOOODOODOOODOHenngeOneIUOGWSO OO ODOOOOODOO

o2

Security > SSOwith third-party IDPs
N e

Overview

. . Third-party SSO profiles
Security advisor (QETD e Single sign-on (SSO)
with third-party identity Below are SSO profiles you can assign to org units or groups. Learn about SSO profiles \
Alert center .

) Name Type Status
2-step verification N )
Set up SSO so users can sign in with a third-party IDP

Account recovery 10 access Google Workspace services. Learn more Microsoft 0IDC BETA system profile @

Advanced Protection
Program Manage SSO profile assignments
Login challenges

Passwordless BETA

.
Password management i"
$SO with SAML L
applications

Manaae SSO profile assianments for oraanizational units or aroups
O0D00000O0o0gopenSSLOOOOCOOChromeD OO0 O0O0O0O0OO0ODOOOOODOOODOODOOO
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