2025/12/16 07:33 1/2 00

HEN

OOCISBenchamrkD OO OO DOOOO0ODOO0OOO0O0ODOOOODO[QBenchmarkd OO OSO O O Windows
11 23H2Q0 0 0VMwareD OO0 OO0 00O OWindow Server 2022. 001900 000000000

1.Account Policies

1.1 Password Policy

1.1.1 Ensure 'Enforce password history' is set to ‘24 or more password(s)
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Policies\Password Policy\Enforce password history

F

File Action View Help

oz 25 XE = HE

=] GPO-LabClients [WIN-COGMIOTSIM2.LABLOCAL] P A || pglicy Paolicy Setting
w b’-l Computer Configuration | Enforce password history Mot Defined

~ || Policies

 Coftware Setti | Maximurm password age Mot Defined
- D, are |.r15|5 | Minimum password age Mot Defined
w || Windows Settings
‘| Name Resolution Policy Enforce password history Properties ? *

=] Scripts (Startup/Shutdown)
v Th Security Settings

v 8 .
| | Password Policy |

_:,_—:_| Account Lockout Policy
_:,_5_] Kerberos Policy

___ﬂ Local Policies Keep password history for:
=f EventLog

. . 24 | passwaords remembered
o, Restricted Groups

Security Policy Setting  Explain

Hg. Erforce password history

Define this policy setting

1.1.2 Ensure 'Maximum password age' is set to '365 or fewer days, but not 0
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