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说明

参考CIS Benchamrk的资料 https://workbench.cisecurity.org/benchmarks/16913 共分为19个大类，每大
类又划分为若干小类，下面分别来介绍。

#1. Account Policies ##1.1Password Policy 1.1.1 Ensure 'Enforce password history' is set to '24 or
more password(s)' 1.1.2 Ensure 'Maximum password age' is set to '365 or fewer days, but not 0' 1.1.3
Ensure 'Minimum password age' is set to '1 or more day(s)' 1.1.4 Ensure 'Minimum password length'
is set to '14 or more character(s)' 1.1.5 Ensure 'Password must meet complexity requirements' is set
to 'Enabled' 1.1.6 Ensure 'Relax minimum password length limits' is set to 'Enabled' 1.1.7 Ensure
'Store passwords using reversible encryption' is set to 'Disabled' ##1.2Account Lockout Policy 1.2.1
Ensure 'Account lockout duration' is set to '15 or more minute(s)' 1.2.2 Ensure 'Account lockout
threshold' is set to '5 or fewer invalid logon attempt(s), but not 0' 1.2.3 Ensure 'Allow Administrator
account lockout' is set to 'Enabled' (MS only) 1.2. Ensure 'Reset account lockout counter after' is set
to '15 or more minute(s)'

#2.Local Policies #3.Event Log #4.Restricted Groups #5.System Services #6.Registry #7.File System
#8.Wired Network (IEEE 802.3) Policies #9.Windows Defender Firewall with Advanced Security
(formerly Windows Firewall with Advanced Security) #10.Network List Manager Policies #11.Wireless
Network (IEEE 802.11) Policies #12.Public Key Policies #13.Software Restriction Policies #14.Network
Access Protection NAP Client Configuration #15.Application Control Policies #16.IP Security Policies
#17.Advanced Audit Policy Configuration #18.Administrative Templates #19.Administrative
Templates (User)
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